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FAILURE
Unbreakable security by breaking things



Who Held You?

Source: https://www.pexels.com/photo/girl-riding-a-bicycle-8763214/



Traditional security

Source: https://flic.kr/p/fk4Eyx (Creative Commons) 



What 
Happened 
Yesterday?

Source: https://www.theguardian.com/business/2025/apr/25/marks-and-spencer-pauses-online-orders-cyber-attack-fallout



Work-as-imagined

Source: personal archive (Ferry to Ameland)

WHEN USING AN E-TICKET, DO NOT PRESS THE GREEN BUTTON



10 add rules, controls, instructions and training
20 GOTO 10

Source: internet Image search for “Security Awareness poster”



Fix the human!

Source: personal archive



It’s
complicated
complex

Source: https://thecynefin.co/about-us/about-cynefin-framework/



Complex systems characteristics

Source: personal archive



The Cobra Effect

Source: https://flic.kr/p/7wo8dk (Creative Commons)



The Statiegeld Effect

Source: personal archive



Heinrich’s pyramid

Source: https://flic.kr/p/4x5Ym2 (Creative Commons)



The pyramid in practice

Source: Saloniemi A, Hoksanen H. 1998. Accidents and fatal accidents—some paradoxes.



Source: https://www.pexels.com/photo/beer-cans-in-the-production-line-5532668/ & 

https://www.pexels.com/photo/women-singing-while-a-man-is-playing-a-saxophone-9002797/



Safety-I (traditional)

Prevent things 
going wrong
Humans are the 
problem
Eliminate 
variability
Blame and fix



Safety-I (traditional)

Prevent things 
going wrong
Humans are the 
problem
Eliminate 
variability
Blame and fix

Safety-II (resilience)

Ensure things go 
right
Humans are the 
solution
Harness 
variability
Learn and adapt



ATT&CKers
Defenders
think in lists…

Source: https://attack.mitre.org/matrices/enterprise/# and 
https://github.com/JohnLaTwC/Shared/blob/99ae7f091f5fe1b3800a6ef065dd88816c9e50d5/Defenders%20think%20in%20lis
ts.%20Attackers%20think%20in%20graphs.%20As%20long%20as%20this%20is%20true%2C%20attackers%20win.md



1 pro-active failure

2 learning post-mortem

3 psychological safety

Source: https://www.pexels.com/photo/minimalist-architectural-design-displaying-number-3-30635134/



1 pro-active failure

2 learning post-mortem

3 psychological safety

Source: https://www.pexels.com/photo/minimalist-architectural-design-displaying-number-3-30635134/



We
Hire
monkeYs
 

Source: https://github.com/netflix/chaosmonkey and https://principlesofchaos.org/



Start small

Source: https://www.pexels.com/photo/gray-monkey-2387721/



Workout Helps You

Source: https://flic.kr/p/b8WNSk (Creative Commons)



Break with a fixing mindset

Source: http://www.justgetpmp.com/2012/02/probability-and-impact-matrix.html and every pentest report under the sun



1 pro-active failure

2 learning post-mortem

3 psychological safety

Source: https://www.pexels.com/photo/minimalist-architectural-design-displaying-number-3-30635134/



What is failure anyway?

Source: https://flic.kr/p/pUhUUL (Creative Commons)



Healthcare: 1 in 13 encounters went wrong

Source: https://flic.kr/p/5Vj5mn (Creative Commons) 



Blameless
post-mortem
investigation

study

Source: https://flic.kr/p/5S8CtC (Creative Commons)



We need to understand how work works
(“work-as-done”)…

Source: https://flic.kr/p/bNU5cF (Creative Commons)



…instead of aiming for “work-as-imagined”

Source: https://flic.kr/p/6833R6 (Creative Commons)



#FAILFEST

Source: https://www.pexels.com/photo/colorful-sticky-notes-on-a-wall-30592638/



Only 54%

Source: https://youtu.be/pqWUuYTcG-o?si=qBHTsVuD1BYm7UNo&t=794



Other industries have been doing this for a 
while…

Source: https://commons.wikimedia.org/wiki/File:Boeing_Model_299_crash.jpg (Public Domain) 



1 pro-active failure

2 learning post-mortem

3 psychological safety

Source: https://www.pexels.com/photo/minimalist-architectural-design-displaying-number-3-30635134/



Make it: 

safe

necessary 

worthwhile

Source: https://flic.kr/p/9rAjnQ (Creative Commons)



Team check

Source: https://www.pexels.com/photo/close-up-photo-of-a-stethoscope-40568/



Team of

Source: https://flic.kr/p/7LJVae (Creative Commons)



Source: https://www.pexels.com/photo/set-of-tool-wrench-162553/



Think in systems (of systems)

Source: https://www.pexels.com/photo/set-of-tool-wrench-162553/



Of course we work together on security

Source: a third party risk template near you



Are we partner or supplier?

Source: https://flic.kr/p/oVoJSP (Creative Commons)



Source: http://schlijper.nl/search/shared%20space/160922-00-de-ruijterkade-shared-space.photo

Less control – more trust



Experiment: sometimes less is more

Source: https://flic.kr/p/7FoPn8 (Creative Commons) and https://safetyatworkblog.com/wp-content/uploads/2017/10/WW-
Report_FINAL.pdf



Layers of defence or layers of excuse?

Source: https://flic.kr/p/9temgv (Creative Commons))



We need to talk 
about...



We need to talk 
about.AI

Source: https://commons.wikimedia.org/w/index.php?curid=103068276  (Tom Cowap)



Source: https://www.pexels.com/photo/industrial-stairwell-with-minimalist-concrete-design-33335331/



Who Held You?

Source: https://www.pexels.com/photo/girl-riding-a-bicycle-8763214/



Wobble Helps You

Source: https://www.pexels.com/photo/child-riding-bicycle-on-sunny-park-pathway-33310916/



Won’t Hold You!

Source: https://www.pexels.com/photo/cyclists-racing-in-mersin-turkiye-road-competition-31764047/



Thank You!

Source: https://www.pexels.com/photo/cyclists-racing-in-mersin-turkiye-road-competition-31764047/
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Want Homework? Yeah!



Watching?
Hell 

Yeah!

Source: https://sidneydekker.com/films



Will Help You!
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