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Unbreakable security by breaking things
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Marks & Spencer pauses online orders as
firm struggles with cyber-attack fallout

Contactless payments now restored in stores after week of
problems as retailer apologises to shoppers
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— Happened
Yesterday?

O M&S says cyber experts are working hard to restore online and app shopping. Photograph: Andy
Rain/EPA




Work-as-imagined
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Complex systems characteristics
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The pyramid in practice
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Start small




Workout Helps You
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Break with a fixing mindset

Impact
Trivial Minor |Moderate| Major | Extreme
Rare Low Low Low Medium | Medium
2 | Unlikely Low Low Medium | Medium | Medium
E Moderate Low Medium | Medium | Medium
O
A

Medium

Likely Medium | Medium

Very likely| Medium | Medium

Source: http://www.justgetpmp.c
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What is failure anyway?
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Healthcare: 11n 13 encounters went wrong
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Only 54%

~  Only 54%.
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Other iIndustries have been doing this for a
while...
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Think in systems




Of course we work together on security

VENDOR TYPE GOVERNIMG BODY DATE OF LAST UPDATE
[

ID No. CATEGORY GIUESTION REFERENCE ADDITIONAL INFORMATION

1.0 Information Security

1. Does your organization maintain a securdty program?@

1.2 Wha s responsible for managing the securlty program®

1.3 Dioes your organization hove a public infornation ssourfy polioy® Request a link to palicy

1.4 What guidelines does your security program follow®
2.0 Data Center Security
2.1 Do you work in a shared office spoced

2.2 s there a protocol in place for cperations when your office is inoccessible?

-

2.3 s there a policy in ploce for physical security reguirements for your bosiness?

2.4 Whot are the gecgrophic locoticons of your dota centers?
3.0 Web Application Security
3.1 What is the nome of your web applications What is its function?

3.2 How do you report application sscurity vulnerakilitiess
3.3 Does vour web application have an 550 cerlificate?
3.4 Does vour application offer single sian-on (830)3

4.0 Infrastructure Protection

Lz o VBN G Motional Institute of Standards and Technalogy [MIST)
Source: a third party. !
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Are we partner or suppl
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Less control — more trust
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Experiment: sometimes less is more
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Layers of defence or layers of excuse?
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We need to talk
about...



Source: https://commons.wikimedia.org/w/index.php?curid=103068276 (Tom Cowap)
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on't Hold You!



Thank You!
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Want Homework? Yeah!
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